<[Mucbmo> MuHobpHayku Poccum ot 14.05.2018 N 08-1184
"O HanpaBneHun nHdopmauumn”
(BmecTe ¢ "MeToamyecknMy pekomeHgaumusamum o...

[okymeHT npegoctasneH KoHcynbTaHTlnoc
[ata coxpaHeHusi: 26.05.2018

MWHUCTEPCTBO OEPA30BAHUSA U HAYKA POCCUNCKOW ®EQEPALINK

OENAPTAMEHT rOCYOAPCTBEHHOW NONMUTUKU B COEPE
OBLLEIN0 OBPA3OBAHUA

NMUCbMO
oT 14 man 2018 r. N 08-1184

O HANPABJIEHUX UHOOPMALIUU

[enapTameHT rocyaapCTBEHHOW nonuTMku B cdepe obwero obpasosaHusa MwuHoBpHayku Poccum
HanpaBnseT Ons cBedeHuss paspaboTaHHble BpemeHHon komuccuen Coseta ®Pepepauum no  pasBUTUIO
MH(OPMALIMOHHOIO obLecTBa MeToAMYecKMe peKkoMeHZauun O pasMeLleHMU Ha WHMOPMAaUMOHHBIX CTeHaax,
ochmumanbHbIX MHTEPHET-caiTax U OPYrnx MHOPMaLMOHHBIX pecypcax obuieobpasoBaTenbHbIX OpraHvM3auuni u
OpraHoB, OCYLLECTBNALWMX ynpaereHne B cdepe obpas3oBaHusi, MHopmaumum o Ge3onacHOM MOBEAEHUN U
ncnonb3oBaHun cetn "HTtepHeT".

OuvpexTop [enapTtameHTa
A.E.NETPOB

MpunoxeHue

METOAWYECKUE PEKOMEHOALIUA
O PASMELLEHMU HA UH®OPMALIMOHHbIX CTEHAAX, OPULMATbHbIX
WHTEPHET-CAUTAX U APYIUX UH®OPMALIMOHHbLIX PECYPCAX
OEBLUEOBPA30BATEJbHbIX OPFAHU3ALIMA U OPTAHOB, OCYLLECTBNAIOLLMX
YNPABNEHUE B COEPE OGPA30BAHUA, UHOOPMALIUX O BE3OMACHOM
NOBEAEHWUU N UCNOJNIb3OBAHUU CETU "MHTEPHET"

Okcneptamn n udneHamn BpemenHon komuccum CoseTa Pepepauumn no pasBuTUO MHEGOPMAaLMOHHOIO
obLecTBa B paMKax BbIMONHEHNSI peKOMeHAaUMIN NapnaMeHTCKUX cnywwaHuin "AkTyanbHble BONpoCkl ob6ecneveHus
6e3onacHOCTV 1 pa3BUTUS geTen B MHAOPMaLMOHHOM npocTpaHcTee", koTopble npownu B Cosete ®egepauun 17
anpensa 2017 r., 6binn paspaboTaHbl METOAMYECKME PpeKOMeHAauMu O pasMelleHMM Ha WH(OPMaLMOHHBLIX
CTeHAax, oMuuUanbHbIX WHTEPHeT-canTax W APYrnX MHMOPMAaLMOHHBLIX pecypcax oblieobpasoBaTenbHbIX
opraHm3aumi 1 opraHoB, OCYLLECTBRSKOLWMX yrnpaBneHve B cdepe obpasosaHus, MHdopmauum o HGesonacHom
nosedeHMun 1 ncnonb3oBaHun cetn "MIHTepHeT" (ganee - metoamMyeckme pekomeHaaumn).

MeToanyeckue pekomeHZauun HanpasfeHbl Ha KayeCTBEHHOE MOBbLIWEHME YPOBHS WMHGOPMALMOHHOW
aeaTenbHocTn obweobpa3oBaTernbHbIX OpPraHM3auuin M OpraHoB, OCYLLECTBMAOLWMX yrpaBneHne B cdepe
obpas3oBaHMs, B 4YacTu MHAOPMUPOBAHUSA YyyalUMXCA, WX poauTenen (3akoHHbIX npeacTtaButenen) u
negarornyecknx paboTHMKOB 06 OCHOBHbIX acnekTax MHdpopMaLMoHHON 6e30MacHOCTMH.

MeToanyeckne pekoMeHZaumm  No3BonAT  obuwieoOpasoBaTernbHbIM  OpraHus3aumMsiMm U opraHam,
OCYLLECTBMAIOLWMM ynpaeneHne B cdepe oOpas3oBaHus, akTyanvM3npoBaTh YXKe UCMONb3yeMble N pa3MeLLEHHbIe
WH(POPMAaLIMOHHbIE MaTepuarnbl, Tak U MOArOTOBUTb MX B Cy4ae UX OTCYTCTBUS C YHETOM Ny4ULIMX MPaKTUK U
pekomeHaaunin.

B pamkax meToau4eckmMx pekoMmeHaaLmmn paccMaTpmuBaloTCs creayolwme MHCTPYMEHTbI:

1. MHbOPMALUNOHHBIE CTEHADI;

2. ohmumanbHble UHTEPHET-PECypChl;

3. cpeacTBa MaccoBOW MHGPOPMALUK (LLKOSIbHbIE Fa3eThbl, MeJarornyeckme n3gaHus n gpyrue).

MHdopmaumnoHHbIe cTeHAbI
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Ha wuHdopmauunoHHblx cTeHgax B 06uieobpasoBaTenbHbIX OpraHu3auusax, pacrofoXeHHbIX B done
yupexaeHun M B kabuHeTax, OCHALLEHHbIX MEepCOHanbHbIMW YCTPOWCTBAMM AN Bbixoga B ceTb "WHTepHeT",
pekoMeHayeTCa pasMecTuTb WHMOPMaLMOHHbIE MNaMATKW, COAEepXXallume OCHOBHble COBETbl MO obecneyeHuto
NHGOPMALIMOHHON 6e30MacHOCTH yYaLLMXCS.

B npunoxeHun N 1 Kk MeETOONYECKUM pEKOMeHAAUMSM NpeAcTaBreH obpasew namMsaTku Ansi pa3MeLLeHNst Ha
NH(OPMALIMOHHBIX CTEHAAX.

CpepcTtBa MaccoBou MHdopmaLmm

B cpenctBax maccoBow MHGOpMaUMW, OPUEHTMPOBAHHbBIX Ha OOy4aloLMXCsl, PEKOMEHAYETCS B TeYeHue
y4yebHOro roga perynsipHo nybnvkoBaTb MHGOPMALMOHHbIE MaTepuarnbl, MNOCBSALIEHHbIE OTAENbHbIM acrnekTam
MHpopMaunoHHON 6e30MacHOCTH, a TaKkkKe pasnnyHble NaMsaTKn obLLero xapakrepa.

B cpeactBax maccoBor MHGOPMALMKM, OPMEHTUPOBAHHBIX Ha Nefarormvyeckytd  obLIEeCTBEHHOCTb,
peKkoMeHOyeTCsi B TEYeHWe KaneHgapHoro roga perynapHo nybnukoBaTb WHGOPMALMOHHbIE MaTepuansl,
MOCBSILLEHHbIE OTAENbHbIM acnektaM WH(OPMaUMOHHOM ©e30MacHOCTU KakK HECOBEPLUEHHONMETHUX, Tak U
obuleobpa3oBaTenbHbIX OpraHuM3auui, a Takke pas3fuyHble naMAaTkM, 0030pbl  HOpMaTUBHO-MPaABOBOrO
perynMpoBaHusi 4aHHOW cdepbl 1 MHADOPMaLUIO O akTyarbHbIX MEPOMPUATMAX U COBbITUSIX B AaHHOM cdepe.

B xope npoBegeHuns EamHoro ypoka no 6esonacHoctn B cetu "MHTepHeT" pekomeHayeTcsi obecneynTb
BbIMYCK TEMaTMYEeCKOro BbIMyCcka cpeAcTBa MaccoBon WHdopmauum nubo cepum nybruvkauum, cpegu KOTopbIX
paccMOTPETb OpPraHM30BaHHbIE MEPONPUATUS ANA obydalolmxcs, ux poauTenen (3akOHHbIX NpeacTaBuTeNewn) u
negarornyeckon obLLEeCcTBEHHOCTN.

OdwmumanbHble UHTEpHET-pecypchbl

O6uweobpasoBaTefibHbIM OpraHM3aUusM pPeKoMeHAyeTcs Ha CBOMX oduuManbHbiX MHTepHeT-pecypcax
obecrneunTb (YHKLMOHMPOBaAHWE CaMOCTOSITENBHOIO U creuuanuaMpoBaHHoro pasgena "MHdgopMaunoHHas
Ges3onacHocTb", B paMKax KOTOporo npeaycMoTpeTb pasMeLleHne cneaytoLein nHopmMaumu:

N Paspgen/nogpaspgen | ®opmat npeacraBneHus CopgepxaHvue maTepuarnos
maTtepuanos
1. |JlokanbHble Konunn gokymeHTOB B PasmeLluaiotcs Konum JOKYMEHTOB, T.e.

HOpMaTuBHbIE akTbl B | popmaTe *PDF CKaHUPOBAaHHbIN BapnaHT JOKYMEHTa,
chepe obecneyeHus COOTBETCTBYOLWUA TpeboBaHNAM K
NHPOpPMaLIMOHHON napamMmeTpam CKaHMpOBaHUS.
©e3onacHocTn PasmeLluaoTcs AOKYMEHTHI,
obyyatomxcs pernaMeHTpyloLmne opraHmsaumio u

paboTy C NnepcoHanbHbIMU AaHHBIMY,
nnaHbl MeponpuaATUiA No obecneyeHnto
MHpopMaLMOHHO Ge3onacHOCTU
oby4varowmxcs n gpyrue.

2. |HopwmatusHoe Konunn goKymMeHTOB B [My6nukytoTCSa akTyarnbHble CBEAEHUS O
perynuposaHue ¢dopmate *PDF deaepanbHbIX U perMoHanbHbIX 3aKOHaXx,
nMcbMax opraHoB BnacTu u apyrue
HOPMAaTUBHO-MPAaBOBbIE JOKYMEHTHI,
pernaMmeHTupyoLmne obecneveHve
MHopMaLMOHHO Ge3onacHOCTU
HecoBepLueHHoneTHuX. [lonyckaeTtcs
BMECTO KONUW pa3meLlaTb rMnepcehbinikni Ha
COOTBETCTBYIOLLNE AOKYMEHThI Ha canTax
OopraHoB rocygapCTBEHHOW BNacTu.
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3. |Meparornyecknm
paboTHMKam

TekcT Ha cTpaHuue
caunTa

Konuu gokymeHTOB B
dopmarte *PDF

PasmeLlatotca metoamyeckme
peKoMeHJaLmMm 1 yKa3biBaeTcst
MHOpMaLINGA O MEpPONPUATUSIX, MPOEKTax
1 nporpaMmmax, HanpasfieHHbIX Ha
NoBbILLEHNE NH(POPMALIMOHHON
rPamMoTHOCTY nefarornyeckmx paboTHUKOB.

4. | Obyvarowmmcs

TeKCT Ha cTpaHuue
canTta

PasmellaeTca nHdopmauMoHHas namsitka
(npunoxeHue N 2) u ykasbiBaeTcst
MHOpMaLNS O MEPONPUATUSIX, MPOEKTaX
1 NporpaMmax, HarnpafieHHbIX Ha
NoBbILLEHNE NH(POPMALIMOHHON
rPamMoTHOCTU ODy4atoLLUXCS.

5. |PoautensiM (3aKoHHbIM

npeacTaBuUTENsiM)
obyvatowmxcs

TeKcT Ha cTpaHuue
canTta

PasmellaeTca nHdopmaumoHHas namsitka
(npunoxexne N 3).

6. |[HeTtckne besonacHble
caunTbl

TeKcT Ha cTpaHuue
caunTa

Pasmellaetca nHdopmaums o
pekomMeHayeMbIX K NCMOJTIb30BaAHUIO B
y4ebHOM npouecce 6e3onacHbix canTax,
6aHHepbl 6e30MnacHbIX 4ETCKMX CalTOoB.

OpraHam, ocyLlecTBnALLMM yrpaBneHne B cpepe obpasoBaHUs, peKoMeHayeTCst Ha CBOUX odmumanbHbIX
MHTepHeT-pecypcax obecneuntb (PYHKLMOHMPOBAHWE CaMOCTOSATENbHOIO W Creuuanu3MpoBaHHOro pasaena
"MiHdopmaumoHHasa 6e3onacHOCTL", B paMKax KOTOPOro NpeaycMoOTPeTb pasMeLLeHne creaytoLlen MHgopmaumu:

KoHcynbTtaHTllntoc
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MpunoxeHue N 1

MAMATKA )
ANs OBYYAIOLLMXCS OB UHPOPMALIMOHHOW BE3OMACHOCTY AETEM

HENb3A

1. Bcem nogpsa coobuiate CBOK YacTHy MHGOpMaLMIO (HacTosiwue ums, hammnuio, TenedoH, agpec,
HOMep LLKOSbI, a Takke doTorpadum CBOM, CBOEN CEMbU U OpYy3en);

2. OTKpbIBaTb BNOXEHHbIE (halnnbl ANEKTPOHHOW NOYTbI, KOrda He 3Haellb OTNPaBUTENS;
3. MpybuTh, NpuaMpaThCs, OKkasbiBaTb AaBMeHMe - BeCTU cebst HEBEXITUBO U arpecCuBHO;
4. He pacnopsikaics AeHbrammy TBoern ceMbm 6e3 paspeLleHnst cTaplunx - BCerga cnpailvean poauTenen;

5. He BcTpevarica ¢ MHTepHeT-3HaKoMbIMM B pearibHON XWU3HW - NOCOBETYMCH CO B3POCIMbIM, KOTOPOMY
AoBepseLlb.

OCTOPOXHO

1. He Bce nuwyT npasay. Yntaewb o cebe HenpaBay B VIHTepHeTe - coobwm 06 3TOM CBOUM poaNTENSM
W1 onekyHaw;

2. MNpuvrnawatoT nepenncbiBaTbCA, Urpatb, 0OMeHMBaTLCS - NMPOBEPb, HET N NOABOXA;
3. HesakoHHOe konunpoBaHue cannos B IHTEpHETE - BOPOBCTBO;
4. Bcerpa pacckasbiBal B3pOCnbIM 0 npobnemax B CeTu - OHU Bcerga nomoryT;

5. Vicnonb3yn HacTponkn 6e30nacHOCTU U NPUBATHOCTKM, YTOObI HE NOTEPSITb CBOWM akKayHTbl B COLICETAX U
Apyrux nopranax.

MOXHO
1. YBaxaw gpyrux nonb3oBaTene;
2. Monb3ayelwbca NHTEPHET-UCTOYHUKOM - [ieraln CCbIfKY Ha Hero;
3. OTKpbIBaW TONMBLKO Te CCbINIKN, B KOTOPbIX YBEPEH;
4. O6waTbcH 3a NOMOLLbIO B3POCIIbIM - POAUTENM, ONEKYHbI U aAMUHUCTPaLIMSA CanToB Bcerga noMoryT;

5. Mpongn obyyeHne Ha canTe "CeTeBMYOK" 1 Nony4y nacnopT LndpoBoro rpaxgaHuHal
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MpunoxeHune N 2

NHO®OPMALIMOHHAA MAMATKA
AnA OBYYAKOLWMXCA AnA PASMELLEHUA
HA O®ULNATIbHbIX UHTEPHET-PECYPCAX

C kaxgblm rogoM Monoaexu B WHTEPHETE CTaHOBUTbCA oonblle, a WKONMbHUKA OAHN M3 CaMbIX aKTMBHbIX
nosnib3oBartenen PyHeTa. Me>+<u,y T€M, MOMMUMO OIFpOMHOIo0 KoJin4ecTBa BO3MOXHOCTEWN, MHTEPHET HEeCeT MU
I'Ip06J'IeMbI. OTa namaTka gormkHa nomoyb Tebe 6e3onacHo HaXoAnUTLCSA B CETU.

KomnbtloTepHbie BUMpYyChbI

KomnbloTepHbIA BUPYC - 3TO PasHOBMOHOCTb KOMMbIOTEPHbLIX MPOrpaMM, OTINYUTENbHOW OCOGEHHOCTbIO
KOTOPOI SIBNSieTCA CMNoCOOHOCTb K pa3MHOXEeHMto. B gonornHeHue k 3TOMy, BMPYCbl MOMyT MOBPeauTb WM
MOJSIHOCTbIO YHUYTOXUTb BCe haiinbl U [aHHble, NMOAKOHTPOJSIbHbIE MONb30BATENM, OT UMEHW KOoToporo 6Gbina
3anylleHa 3apakeHHasi nporpaMMa, a Takke NoBPeAUTb UMK JaXe YHUYTOXUTb OnepaLuoHHYH CUCTEMY CO BCEMMU
dhaiinamu B uenom. B GonblUMHCTBE Cry4YaeB pacnpoCTPaHSOTCA BUPYCbl Yepes UHTEPHET.

MeTogb! 3aWwunTbl OT BPEOOHOCHbIX nporpamMmm:

1. Wcnonb3yn coBpeMeHHble OnepauroHHblE CUCTEMbI, UMELLME CEPbe3Hbld YpOBEHb 3aliuTbl OT
BPEAOHOCHbIX MPOrpamm;

2. lMocTosiHHO ycTaHaBnuBan nadvyty (LudpoBblie 3annaTkv, KOTOpble aBTOMaTUYECKM YCTaHaBNMBAKOTCS C
uenbto gopaboTku nporpaMmmbl) U gpyrue oGHOBMNEHWUs CBOEN onepaumMoHHOM cucTemMbl. CkaumBanm MX TOMbKO C
oduymnansHoro carnta paspabotunka OC. Ecnu cylecTByeT pexum aBTOMaTn4eckoro OOHOBIEHUS, BKIHOYN €rO0;

3. PaboTan Ha cBoeMm KOMMbOTEPE Noa npaBamMu nofib3oBartesid, a He agMUHUCTPaTopa. OT0 He no3BoONUT
6OJ'IbLIJVIHCTBy BPEOOHOCHbIX nporpamMmm nHCTarmpoBaTbCA Ha TBOEM NeEpPCOHarIbHOM KOMMNbHOTEPE;

4. Vcnonb3yn aHTUBUPYCHble MporpaMmMHble MPOAYKTbl WU3BECTHBLIX NPOU3BOAUTENEN, C aBTOMaTUYECKUM
obHoBnNeHneM 6as;

5. OrpaHunyb rsmyecknin 4OCTYN K KOMNbIOTEPY ANA MOCTOPOHHUX KL,

6. Vicnonb3yn BHeLIHWEe HOCUTENU MHGOPMaLUUK, Takne Kak dneLuka, AUCK unu gann u3 nHTepHeTa, TONbKO
N3 NPOBEPEHHBIX MCTOYHUKOB;

7. He oTkpblBan KOMMbIOTEPHbIE alnbl, NOMy4YeHHble U3 HeHaOeXHbIX WUCTOYHWKOB. [axe Te dannsl,
KOTOpble npucnan TBOWM 3HaKOMbIN. Jlyylle yTOYHM Y Hero, OTNpaBnsan fiv oH Tebe ux.

Cetn WI-FI

Wi-Fi - aTo He BuA nepefayn OaHHbIX, HE TexHonorus, a Bcero nuwb 6peHa, mapka. Ewe B 1991 rogy
HuaepnaHackas kKomnaHus 3apernctpuposana ©OpeHg "WECA", yto obGosHaudano crnoBoco4veTaHue "Wireless
Fidelity", koTopbIi nepeBoanTCA Kak "0ecnpoBogHas TOYHOCTL".

[o Hawero BpemeHu powna pgpyras abbpesuaTypa, KoTOpas SBMSIETCS TaKOW Xe TexHomorven. 3T1o
abbpesunatypa "Wi-Fi". Takoe Ha3BaHuWe ObINO JAHO C HAMEKOM Ha CTaHOAPT BbICLUEN 3BYKOBOM TexHMKK Hi-Fi, yto
B NepeBode 03Ha4vaeT "BbliCOKasi TOMHOCTbL".

Oa, 6ecnnaTHbll MHTEPHET-AOCTYN B Kade, OTEeNnsx M asponopTax SBMAAETCS OTANYHOW BO3MOXHOCTbIO
BbIXO4a B UHTEPHET. Ho MHOMMe akcnepTbl cumTaroT, 4To obwenoctynHele Wi-Fi ceTn He aBnsatoTcs 6e3onacHbIMU.

CoBeTbl N0 6e3onacHocTn paboTbl B 06LenocTynHbix cetax Wi-fi:

1. He nepepaBan cBOWO nuU4Hylo WHopmaumio 4Yepes obwepoctynHele Wi-Fi cetn. Pabotas B HMX,
XenatenbHO He BBOAMTb Maponv AOCTyNa, FIOrMHbl U Kakne-To HOMepa;
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2. Vicnonb3yin n 06HOBNSAN aHTUBUPYCHbIE Nporpammbl U BpaHamayep. Tem cambiM Tol o6e3onacub cebs oT
3aKayku BUpyca Ha TBOe YCTPOMCTBO;

3. Mpwn ncnonesosanum Wi-Fi oTkntoum cyHkumio "O6Lwmin goctyn Kk pannam m npuHtepam”. [laHHasa pyHKUmMA
3aKpbiTa MO YMOMYaHMWI0, OOHAKO HEKOTOpble MOfb30BaTeNV akTUBMPYIOT ee Ans yaobcTBa MCMONb30BaHUA B
paboTte nnn y4ebe;

4. He ncnonb3yin nyonmynbii WI-FI ans nepegaym nyYHbIX AaHHbIX, HANPUMMEpP Ansi BbiXoda B couManbHble
CeTW UINKN B 3NEKTPOHHYIO MOYTY;

5. Ncnonb3yn Tonbko 3aliumiieHHoe coeauHeHne vepe3 HTTPS, a He HTTP, 1.e. npn Habope Beb-agpeca
BBOAM MMeHHO "https://";

6. B mobunbHoM TenedoHe oTkmoum dyHkumo "TogkniodeHne k Wi-Fi aBTomatmnyecku”. He ponyckai
aBTOMaTUYECKOro NoaknyeHnsa yctponctea k cetam Wi-Fi 6e3 TBoero cornacus.

CouuanbHble ceTu

COLI,I/IaJ'IbeIe CeTN aKTMBHO BXOOAT B HaWly XXWU3Hb, MHOrme nioau pa6OTa}0T N XNBYT TaM MNMOCTOAHHO, a B
Facebook yxe 3apeructpupoBaH mMunnuapg 4YenoBeK, YTO SABNAETCHA OOHOW CeObMOW BCEX XUTENnew nnaHeThbl.
MHorve nonb3oBaTenu He MOHMUMAKT, YTO I/IH(bOpMaLI,VIﬂ, pa3mMelleHHaa M1 B coumnarnbHbIX CETAX, MOXeT ObITb
HalgeHa 1 Ucrnonb3oBaHa KEM YroHO, B TOM YuCie He 06si3aTenbHO ¢ 6naruMm HaMepeHUsiMu.

OcHoBHble coBeTbl N0 6e30MacHOCTN B couMarnbHbIX CETAX:
1. OrpaHunyb cnncok gpy3sen. Y 1ebs B Apy3baX HE AOMKHO ObiTb CryYanHbIX U HE3HAKOMbIX N0AeN;

2. 3awwiain cBOK YacTHyIO XU3Hb. He ykasbiBai naponu, TenedoHbl, agpeca, AaTy TBOEro poXAeHus U
APYTYIO NIMYHYIO MHGOPMaLUUio. 3MoyMbILIIEHHUK MOTYT UCMOSb30BaTh AaXe WMHopMaUmio O TOM, Kak Tbl 1 TBOU
poauTenu NnaHnpyeTe NPOBECTM KaHWKYIbI;

3. 3awumuian cBol penyTaumio - AepXn ee B YNCTOTe U 3adaBain cebe Bonpoc: xoten 6bl Tbl, YTOOLI Apyrue
nonb3oBaTenun BUAenu, Y4to Tbl 3arpyxaewb? MNogyman, npexae 4em 4To-To onybnMKoBaTb, HaNUCaTb U 3arpy3unThb;

4. Ecnu Tbl roBOpuLLb C NtoAbMW, KOTOPLIX HE 3HaeLLb, HE UCMOMb3YI CBOE pearnbHOE UMS U APYrYH NIUYHYIO
NHdOpMaLMK: UMSI, MECTO XUTENbCTBA, MECTO Y4ebbl U Npoyee;

5. N3beran pasmelueHus cotorpaduin B NHTepHeTe, rae Tl n306paxeH Ha MECTHOCTU, MO KOTOPOW MOXHO
onpeaenuTb TBOE MECTOMOSOXEHNE;

6. Mpu peructpaumn B coumarnbHol ceT HEOBXOAMMO UCMONb30BaTb CMOXHbLIE Naponu, cocTosime 13 BykB
Y UMP 1 C KONMYECTBOM 3HAKOB He MeHee 8;

7. Anga coumanbHOWM CeTu, NOYTbl U APYrMX CanToB HEOOXOAMMO MCMNOMb30BaThL pa3Hble naponu. Toraa ecnm
TebSA B3NOMaloT, TO 3MOYMbILLIIEHHMKN MONyYaT JOCTYN TOMbKO K O4HOMY MECTY, a He BO BCe Cpaay.

OneKkTpoHHbIe AeHbIN

ONEKTPOHHbIE AEHbIMN - 3TO OYeHb YAOOHbIM cnocob nnaTexen, 0gHAKO CYLLECTBYIT MOLLUEHHUKWU, KOTOpble
XOTSAT NONYyYnTb 3TV AEHbIN.

SJ'IeKTpOHHbIe OEeHbIn noAasunMcb coBCcemM HegaBHO M UMEHHO M3-3a 3TOro BO MHOIMMX rocygapcresax oo CUX
nop He NPonnucaHo NpPo HMUX B 3aKOHaxX.

B Poccumn xxe oHW (PYHKLMOHUPYIOT U O HUX YXe MPONUCaHo B 3aKOHe, rAe MX pasfernsioT Ha HEeCKOSbKO
BWAOB - aHOHWMHbIE U HE aHOHWMHble. PasHuua B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX paspeluaercs
npoBoAuTb onepauun 6e3 maeHTUdMKauum nonb3oBaTens, a B HEAaHOHUMHbIX MAeHTUdUKaUKUS nonb3oBaTens
ABnsieTca obA3aTenbLHON.
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Takke cnegyeT pasnuyaTb OMEKTPOHHble puaTHble AeHbrM (paBHbl rOCY4APCTBEHHbIM BanoTam) U
3MNEKTPOHHbIE HednaTHbIE AeHbIM (HE paBHbl rOCYAapPCTBEHHBIM BanoTam).

OcHoBHble coBeTbl N0 Be3onacHon paboTe ¢ ANeKTPOHHbIMU AeHbraMu:

1. MpuBSHKM K CHETY MOBUIbHBIN TeNedoH. ATO cambli yaoOHbIN 1 BbICTPLIA CNOCco6 BOCCTAHOBUTL OOCTY K
cuety. [NpuBssaHHbIi TenedoH NomoxeT, ecnv 3abygellb CBOW MNaTeXHbld Naponb MAM 3anfellb Ha CanT C
HEe3HaKoMOro yCTpOMCTBa;

2. Vicnonb3yi ogHopasoBble naponu. [locne nepexoga Ha ycuneHHyk aBTopusauuio Tebe yxe He byoer
yrpoXaTtb OMacHOCTb KpaXKu Unn nepexesaTta NiaTexHoro napons;

3. Bbibepu cnoxHbii naponb. lNpecTynHukam OydeT He MpOCTO yragaTb CrOXHbIA naponb. HagexHbie
naponu - 3To Naposnu, KOTopble coaepXaTt He MeHee 8 3HAKOB 1 BKIOYaOT B ce0S CTPOYHbIE U NPOMNUCHbIE GYKBbI,
undpbl U HECKOMNbKO CMMBOMOB, TakMe Kak 3Hak gonnapa, dyHTa, BOCKNMUATENbHbIM 3HaK u T.n. Hanpuwmep,
$tRONg!;;

4. He BBOAM CBOW NMYHbIE JaHHbIE HA canTax, KOTOPbIM HE AOBEpAELlb.
aﬂeKTpOHHaH noyTa

OneKkTpoHHasi noyta - 3TO TEXHOMNOrMA W MpeaocTaBnseMble el YCryrn No nepecblike W MOoMyyYeHUto
SMEKTPOHHbIX COODOLLEHNI, KOTOpble pacrnpenenstoTcs B KOMNboTepHoW ceTu. OBbIYHO 3MEKTPOHHBIN NOYTOBbIN
AWMK BbIFMAAUT criegylownMm obpa3om: UMSA_Monb3oBaTena@uvs_aoMeHa. Takke Kpome nepegady npocToro
TeKcTa, UMeeTCs BO3MOXHOCTb nepegasaTb dhanrnbl.

OcHoBHble coBeTbl N0 6e3onacHor paboTe ¢ dINEeKTPOHHOW NOYTOMN:

1. Hapo BbiGpaTb npaBWIbHbIA MOYTOBLIA CepBUC. B MHTEpHETe eCcTb OrpoMHbI BblIbOp OecnnaTHbIX
MOYTOBBLIX CEPBMCOB, OOHAKO Ny4lle JOBEPATb TEM, KOrO 3HAELb U KTO NEPBbI B PENTUHTE;

2. He ykasbiBah B JNMYHOM MOYTE MWYHYO  wmHGOpMauumio. Hanpumep, nydwe BbibpaTb
"My3blkanbHbli_aHaT@" nnm "pok2013" BmecTto "Temal3";

3. Vcnonb3yit AByxaTanHylo aBTopM3aumio. OTO Korga noMMMO Napons HYXXHO BBOAMTb koA, NPUCbINiaeMbli
no SMS;

4. Bbibepu crnioxHbin naponb. [Ons kaxxaoro NoYTOBOro siluKa JOIMKEH ObiTb CBOW HAAEXHbIN, YCTOMYMBBIN K
B3MOMY Naporb;

5. Ecnu ecTb BO3MOXHOCTb HanucaTtb camMomy CBOW NUYHbIN BOMnpoc, MCFIOJ'Ib3y17I 3TY BO3SMOXHOCTb;

6. Vcnonb3yn HECKONbKO MOYTOBbLIX AWMKOB. [epBbl ANs YacTHOW Nepenucky ¢ agpecataMmu, KOTopbiM Thbl
AoBepsiellb. DTO ANEKTPOHHbIV agpec He Hado UCMONb30BaTh NPY perncTpauumn Ha hopymax u cantax;

7. He oTkpblBan cannsl 1 Apyrne BrOXeHUS B NUCbMax, Aaxe eCcnuv OHW NpULLInM OT TBOMX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPABNSANN N1 OHW Tebe aTn dawnel;

8. MNocne okoH4YaHusA paboTbl Ha MOYTOBOM CEPBMCE NMeper 3aKpbiTMEM BKITAAKU C CanTOM He 3abyab HaxaTtb
Ha "Bbintun".

KnbepO6ynnuHr unu BupTyanbHoe nsgeBatenbCTBO

KnbepbynnuHr - npecrnefoBaHne coobllieHnsiMK, cogepXalluMMm OCKOpOneHusi, arpeccuio, 3anyrvBaHue;
XyNUraHCTBO; coumnarnbHoe 60MKOTUPOBaHNE C MOMOLLbIO Pa3fIMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble COBeTbI N0 6opbbe ¢ KMBEePOYNIMHIOM:

1. He 6pocawics B 6ou. Jlyywmnii cnocob: nocoBeToBaTbCH Kak cebsi BECTM U, €Cnn HeT TOro, K KOMY MOXHO
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obpaTtuTbCH, TO BHaYane ycnokouTbCs. Ecnu Tbl HavyHelb oTBeYaTb OCKOPONEeHUsAMN Ha OCKOPONIEeHUs, TO TONBKO
ewle bonblue pa3oxekellb KOHNKT;

2. YnpaBnsan cBoewn knbeppenyTaunen;
3. AHOHUMHOCTb B CETU MHMMas. CyLecTBYOT cnocobbl BbIACHUTb, KTO CTOMT 3@ aHOHUMHbBIM aKKayHTOM;

4. He cTtounT BeCTU XynuraHckuin obpas BUPTyanbHOW XuU3HW. VIHTepHET duKkcupyeT BCe TBOW AEWCTBUSA Y
COXpaHsieT nx. Yganutb ux 6ygeT kpaviHe 3aTpyaHUTENbHO;

5. CobGntogaii cBOK BMPTYaribHYH YeCTb CMOJIOAY;

6. UrHopupyn eguHuyHbin Heratme. OgHOpa3oBble OCKOpOUTEnbHble COOGLLUEHMS nyylle UrHOpMpoBaThb.
O6bIYHO arpeccus npekpallaeTca Ha Ha4vanbHOW cTaauu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLLUEHWAMW, B COLMAmNbHbIX CETAX €eCTb
BO3MOXHOCTb 6OKMPOBKM OTNPaBKM COOBLLEHWI C ONpeaerneHHbIX agpecos;

8. Ecnu Tbl cBupgeTens knbepbynnuHra. TBOM OenCTBUSA: BbICTYNUTbL NPOTUB NpecnegosaTens, nokasaTb emy,
4YTO ero AenCTBUS OLEHMBAIOTCS HeraTMBHO, NOAAEpXaTb XXepTBY, KOTOPOW HyXHa MCUXOSorM4eckass noMoLlb,
CooOLWMTL B3POCSbIM O (hakTe arpecCUBHOro NOBeAEHNS B CETU.

Mo6unbHbIN TenedgoH

CoBpeMeHHble cMapTdOoHbI M MaHWeTbl coaepxaT B cebe BronHe B3poChblii PYHKLMOHAM, U Tenepb OHU
MOTYT KOHKYpUPOBaTb CO CTaluMOHapHbIMK KoMrbloTepamu. OgHako, CpeacTB 3aluThl AN NOAOOHbIX YCTPOMCTB
noka o4YeHb mMano. TecTUpoBaHUE U MOUCK YA3BUMOCTEN B HUX MPOUCXOAMUT He Tak MHTEHCUBHO, kak ans MK, To xe
camoe KacaeTcsl U MOOUIbHbLIX MPUIOXKEHWA.

CoBpeMeHHble MOOWMbHbIE ©Opay3epbl YyXe MpaKTUYeCcKU [OrHanM HacTomMbHblE aHanoru, OoJHaKo
pacwmpeHue yHKUMOHana BriedeT 3a cO00l BOMbLUYI0 CITOXHOCTb Y MEHbLUYHO 3aLUMLLEHHOCTb.

[aneko He Bce npon3sBoanTeNn BbIMYCKaKT obHoBNEHUs, 3aKpbiBawWHMe KpUtn4veckme yAa3BUMOCTU Ond
cBOuX yCTpOVICTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTM MOOUBHOMO Teﬂe(bOHaZ

Huyero He sBnsieTcs no-HacTosiwemy OGecnnaTHbiM. Byab ocTopoxeH, Befb korga Tebe npepgnaratoT
GecnnaTHbIA KOHTEHT, B HEM MOTYT ObITb CKPbIThl KakMe-TO MnaTHbIe YCNyru;

Odymawn, npexage 4em otnpasutb SMS, doTo unu BuMaeo. Tbl TOYHO 3Haelb, rAe OHW OyayT B KOHEYHOM
utore?

HeoGxoavmo 06HOBMSITb ONepaLvoHHY0 CUCTEMY TBOETO CMapTOHa;
Wcnonb3yit aHTMBUPYCHbIE NPOrpamMMbl 41151 MOBUITbHBIX TeNedOoHOB;

He 3arpyxait MpunoXeHusi OT HEW3BECTHOMO WCTOYHMKA, Bedb OHW MOrYyT CcofepxaTb BpedoHOCHOe
nporpammHoe obecrneyeHme;

Mocne Toro Kak Thbl BblAELb C canTa, rae BBOAWUI NNYHYI0 MHOpMaLMio, 3ainan B HAacTponku Gpaysepa u
yaanu cookies;

I'Iepmo,qmqecm npoaepﬂﬁ, Kakue nnatHble YCINyrn aktTuBupoBaHbl Ha TBOEM HOMEpPE;
[aBai ceon HOMeEpP MOOGMMbHOro Tened)OHa TOJIbKO NMIAAM, KOTOPbIX Thbl 3HaelWb N KOMY [JOBEPAELUb;

Bluetooth gomxeH 6bITb BbIKITIOYEH, KOrga Thl UM He Nonb3yellbcd. He 3abbiBan MHOrga NpoBepsiTh 3TO.
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Online urpbl

CoOBpEMEHHbIE OHMaNH-UrPbl - 3TO KpacouyHble, 3axBaTblBalOLME pa3sBrievyeHus, obbeauHsiloWNe COTHU
TbICAY YenoBek Mo BceMy mMupy. Urpoku mccnegyroT AaHHbIM UM Mup, oblialTcs Apyr ¢ APYroM, BbIMOSHSAT
3a4aHus, cpaxalTcs C MOHCTpaMM U MomyyatoT onbIT. 3a yaoBOMbCTBME OHM NNATAT: NOKYNaT ANCK, ONfiavnsBarT
aboHeMeHT unu npnobpeTatoT Kakme-To Onumu.

Bce aTu cpeactea vayT Ha noadepxaHue WM pasBUTWE MUMPbl, a Takke Ha camy 6e3onacHocTb:
COBEpPLUEHCTBYIOTCA CUCTEMbI aBTOPM3ALIMM, BbINMYCKaOTCA HOBble NaTyu (UMdpoBble 3annaTtkv AN nporpamm),
3aKpbIBaOTCA YA3BUMOCTU CEPBEPOB.

B nogobHbIx nrpax CTtouT onacaTtbCA HE CTOJIbKO CBOUX COMEPHUKOB, CKOJIBKO KpaXXn TBOEro napond, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusauunm SonbluMHCTBA nrp.

OcHoBHble coBeTbl MO 6e30MacHOCTY TBOEIO UrPOBOMO akKayHTa:

1. Ecnu apyroi urpok BefeT cebs nnoxo unu cosgaeT Tebe HenpusiTHOCTW, 3aBroKMpyi ero B CncKe
UrPOKOB;

2. Moxanynca agMUMHUCTpaTOpaM MWIPbl Ha MIOXOe MNOBEAEHWE 3TOr0 Mrpoka, >KenaTenbHO MNPUIoXWTb
Kakue-To JoKkasaTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nn4Hyo nHdopmMaumio B npocpanne urpbl;
4. YBaxkan Apyrmx y4acTHMKOB MO UPE;

5. He yctaHaBnuBan HeodmumanbHble Natyn u Moapl;

6. Vicnonb3yii cnoXHble 1 pasHble Naponu;

7. Jaxe Bo BpeMA Urpbl He CTOUT OTKIMKOYaTb aHTUBUPYC. Moka Tbl urpaellb, TBOW KOMMbKTEP MOTyT
3apa3nTb.

DULIMHT UMK KpaXa FIUYHbIX AaHHbIX

OO6bI4HOM Kpa>|<e|7| oeHer M OOKYMEHTOB CerogHd YyxXe HUKOro He yaumeBullb, HO C pasBUTUEM
MHTepHeT-TeXHOﬂOFMVI 3MTIOYMbILUJIEHHUKN NepeMeCTUIIUCb B UHTEPHEeT, U NpoAOoSnKakT 3aHUMAaTbCA "NModnuMbIM"
nenom.

Tak nosiBuNacb HoBasl yrpo3a: MHTEPHET-MOLUEHHNYECTBA UNN (PULLKHT, rMaBHas Uefb KOTOPOro COCTOUT B
nony4yeHun KoHuaeHUnanbHblX JaHHbIX Nonb3oBaTenen - norMHoB 1 naponen. Ha aHrnuiickom sasbike phishing
yntaeTca kak puwnHr (ot fishing - peibHast noBnsi, password - naponb).

OcHoBHble coBeTbI Mo 6opbbe ¢ PULLMHIOM:

1. Cneav 3a cBOMM akkayHToOM. Ecnu Tbl Nofgo3peBaellb, YTo TBOS aHKeTa bbina B3fiomMaHa, To HeoBX0AMMO
3a6oKMpoBaTh ee U CooBLUMTL agMUHUCTPaTopaM pecypca 06 3TOM Kak MOXKHO CKOpee;

2. I/Icnonb3y|7| Oe3onacHble Beb-caliTbl, B TOM Yncre, MHTEpPHET-MarasmHoB U NMOUCKOBbIX CUCTEM;

3. Vicnonb3yii cnoxHele U pasHble naponu. Takum obpas3om, ecrnv Tebs B3nMOMaroT, TO 3MOYMbILLSIEHHMKN
nosilyyat AOCTYN TOMbKO K O4HOMY TBOEMY Npodusio B CETU, a HE KO BCEM,;

4. Ecnu Tebs B3nomanu, To Heob6XxoAMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTopble o6aBneHbl y Tebs
B OpY3bsX, O TOM, YTO Tebs B3nomanu 1, BO3MOXHO, OT TBOEro MMeHu GyaeT paccbiniaTbCs cnam M CCbIKU Ha
OULLNHIOBbLIE CaThl;

5. YctaHoBuM HagexHbiv naponb (PIN) Ha MOBUbHBIN TenedoH;
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6. OTKNOYM coxpaHeHue naporns B Gpaysepe;

7. He oTkpbiBan cannsl 1 Apyrne BrOXEHUA B NUCbMax, Aaxe eCnuv OHW NPULLINM OT TBOMX Apy3en. Jlydwe
YTOYHMW Y HUX, OTNPABISANN N1 OHW Tebe 3Tn dannebl.

LUncdposas penytauus

LindppoBas penytaums - 370 HeraTMBHas UnNun NO3nTMBHas UHdopmauuns B cetn o Tebe. KomnpomeTtumpytowlas
nHdpOopMaums, pasMeLleHHas B MHTEPHETE, MOXET Cepbe3HbiM 06pa3oM OTpasvTbCs Ha TBOEW pearibHOMN XWU3HW.
"Uncbpoeas penytaumsa” - 370 TBON UMUK, KOTOPbIA dhopmupyeTcs U3 nHbopmaumm o Tebe B MHTEPHETE.

TBOE MEeCTO XWTenbCTBa, yqe6b|, TBOE c*lechoaoe nonoxeHune, 0Cob6eHHOCTU Xapakrtepa n pacckasbl O
OnNn3Knx - BCe 3TO HaKannMBaeTCcH B CETU.

MHorve noOApOCTKM NErkOMbICNIEHHO OTHOCATCA K nybnukaummM nudHonW uHdopmaumm B WHTepHeTe, He
NOHUMas BO3MOXHbIX MOCNeACTBUA. Thl AaXe HE CMOXELLb AoragaTbCs O TOM, YTo cpoTorpadms, pasmeLLeHHas 5
neT Hasaf, cTana NpU4MHOM OTKa3a NpUHATL Tebs Ha paborTy.

KomMeHTapuu, pasmelleHve TBoux doTtorpacduii n gpyrne AencTBUS MOTYT HE MCYE3HYTb Jaxe nocne Toro,
Kak Tbl MX yganuwb. Tbl HE 3HaeLb, KTO COXPaHWn 3Ty MHOpMaumio, nonana nvM OHa B MOUCKOBbIE CUCTEMbI U
COXpaHunacb N OHa, a rmaBHOe: YTO NoAyMaloT 0 Tebe okpyKatoLme Nan, KOTopble HaVayT U yBUAAT aTo. Hantu
MHAOPMaLMI0O MHOFO fleT CNyCTA CMOXeT ntobon - kak n3 gobpbix NoGyXAeHWN, Tak U C HAMEepPeHNEM NPUYNHUTD
BpeA. ATO MOXeT ObITb KTO YrOAHO.

OCHOBHble COBETbI MO 3aLUUTE LMGPOBONA penyTaumm:
1. MNogyman, npexae 4yem 4TO-TO Ny6GNUKoBaThb U Nepenasath y cebsi B 6nore nnu B coumansHON ceTy;

2. B HacTpowikax npoduns ycTaHOBM OrpaHWYEHUs Ha MPOCMOTP TBOEro Npoduns u ero cogepXvmmoro,
caenau ero Tonbko "onga apysen”;

3. He pasmeluan n He ykasbiBan MHPOPMALMIO, KOTOpasi MOXET KOro-nmbo ockopbnsTe nnm odmxarsb.
ABTOpCKOE NpaBo

CoBpeMeHHble LUKOMbHUKK - akTUBHbIE NOMb3oBaTeny LMPOBOro npocTpaHcTBa. OgHako ganeko He Bce
3HAlOT, YTO MONb30BaHME MHOMMMM BO3MOXHOCTSMM LudpoBoro Mupa TpebyeT cobniogeHuss npaB Ha
WHTENNeKTyanbHyt CO6CTBEHHOCTb.

TepmuH "mHTennekTyanbHas coBCTBEHHOCTL" OTHOCWUTCS K PasfnMyHbIM TBOPEHWUSIM YErOBEYECKOro yma,
HauMHas C HOBbIX M300peTeHUI 1 3HaKoB, 0603HaYaKLLMX COOCTBEHHOCTb Ha NPOAYKTLI U YCIyr, U 3akaH4nBas
KHUramu, ootorpadmsiMun, KUHOUNbMaMK U My3blKarbHbIMU NPOU3BEAEHUSIMU.

ABTOpCKUWE MpaBa - 3TO NpaBa Ha MHTeNNeKTyanbHyl COBCTBEHHOCTb Ha NPOU3BEAEHMS HAYKW, NMUTepaTypbl
N UckyccTBa. ABTOPCKME NpaBa BbICTYMNalOT B KAYECTBE rapaHTUM TOro, YTO MHTENNEKTyanbHbIN/TBOpYeCKUin Tpya
aBTopa He byaeT HanpacHbIM, 4acT emMy cnpaBeAnuBble BO3MOXHOCTU 3apaboTaTth Ha pesynbTaTtax CBOero Tpyaa,
Mony4nMTb W3BECTHOCTb W nMpu3HaHuve. HukTo 6e3 paspelleHuss aBTopa He MOXET BOCMPOU3BOAUTL €ro
npousBeaeHne, pacnpocTpaHaTb, NYONNMYHO OEMOHCTPMPOBATL, NpoAaBaTb, UMMNOPTMPOBATL, MyckaTb B MpoKaT,
ny6rMYHO MCMONMHSATD, NMOKa3bIBaTL/UCMONHATL B 3dhupe unu pasmelLaTb B MIHTepHeTe.

Wcnonb3oBaHue "nupartckoro” nporpammMHOro obecneyeHust MoOXeT MPUBECTU K MHOTMM pucCKam: OT MoTepu
OaHHbIX K TBOMM akkayHTam o G6NOKMpOBKM TBOEro YCTPOWCTBA, rae ycTaHOBMEHa HeneranbHas nporpamma. He
CTOUT Takke 3abbIBaTb, YTO CYLLECTBYIOT feranbHble U 6ecnnaTtHble NPOrpaMMbl, KOTOPblE MOXHO HAWTW B CETWU.

O noprane

CeTeBI/I‘-IOK.pd) - TBOW [NaBHbIN COBETYMK B CETU. 34eCb Tbl MOXELb y3HaTb O ©6e30nacHOCT B CETU
MNOHATHbIM N OOCTYMHbLIM A3bIKOM, a NpU BO3SHUNKHOBEHUN KpI/ITVI‘-IeCKOVI cutyauummn 06paTl/ITbC$| 3a coBeToM. A Takxke
NPUHATb y4aCTue B KOHKypCax U CTaTb CaMbIM LI,M(prBbIM Fpa)Kﬂ,aHMHOM!
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MpunoxeHue N 3

NAMSATKA AN POOUTENEN OB UHOOPMALIMOHHOW BE3OMNACHOCTU AETEN

OnpegeneHne TepMmuHa "MHdopMaunoHHasa 6e3onacHocTb aeten" cogepxntca B PegepanbHom 3akoHe N
436-03 "O s3awwmte geten OT MHPOPMALMK, NPUYUHAIOLLEN Bpen WX 340POBbI0 U PasBUTUIO", perynupyroLinm
OTHOLLIEHMS!, CBA3aHHbIE C 3alUTON AeTen OT nHdopmMaLmm, NPUUYNHSIOLWEN Bpea UX 300POBbI0 U (MNn) pasBUTHLo.
CornacHo gaHHOMY 3akoHy "WHdopmaumoHHas 6e3onacHOCTb AeTen" - 3TO COCTOSIHWE 3alUULLEHHOCTK, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBSA3AHHbIV C NPUYMHEHNEM UHpOpMaLIMeln Bpeaa ux 340pOoBbi0 U (Mnn) U3n4eckomy,
NMCUXNYECKOMY, AYXOBHOMY, HPDaBCTBEHHOMY Pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-O3 nHdopmaumen, NpuYmHSoLLENA Bpea 340POBbO U (M) pasBUTUIO
neTten, ABnseTcs:

1. Hpopmauus, 3anpeLleHHas Ansi pacnpoCTpaHEHUs1 Cpean AeTewn;

2. vHcopmMauus, pacnpocTpaHeHWe KOTOPOW OrpaHuMYeHO cpeau AeTen onpefenieHHbIX BO3pPacTHbIX
KaTeropumn.

3. K nndbopmauuum, 3anpeLyeHHon Ansg pacnpocTpaHeHns cpeav AeTen, OTHOCUTCS:

4. nHbopmaums, nobyxaawolas geTer K COBEPLUEHUIO OEWCTBUN, NPeaCTaBSOWMX Yrpo3y WX XU3HU U
(vnn) 300poBLIO, B T.4. MPUYMHEHMIO Bpeaa CBOEMY 30,0POBbIO, CAMOYOUNCTBY;

5. cnocoGHOCTb BbI3BaTb Y AETEN xenaHue ynoTpebutb HapkoTUYeckne cpefcTsa, NCUXOTPOMHbIE U (MnK)
ofypMaHuBawLLMe BellecTBa, TabayHble W3Lenusl, ankorofnbHYK M CAMPTOCOAEPXKalLyld MpOoAYKUMUIO, MUBO U

HanuUTKn, n3rotTaByinBaeMbl€ Ha €ro OCHOBE; NPUHATb y4acTue B a3apTHbIX Urpax, 3aHMMaTbCA I'IpOCTVITyLI,I/ISVI,
6pOD,FI)KHI/I‘-IeCTBOM mnnn HOﬂpOUJaIZHI/IHeCTBOM;

6. obocHoBbIBawOLWasa wnm onpasgbiBawwad AOonyCTUMOCTb Hacuina wu (MJ'IM) XecTokocTn nubo
I'|06y>K£l,aIOLLLaF| OCYLLECTBIIATbL HACUITbCTBEHHbIE OENCTBMS MO OTHOLLEHMIO K MIOASAM U KUBOTHbIM;

7. oTpuuaoLllas ceMelHble LEHHOCTU U (hOpMUPYIOLLAs HEYBaXXEHNE K POAMTENAM U (MNK) OPYrUM YneHam
cemMbu;

8. onpaBabiBatoLLLas NPOTUBONPABHOE NOBEAEHNE;
9. cogepxallasi HeLeH3ypHyto BpaHb;
10. cogepxaluasa nHpopmaLumio NopHorpadpunyeckoro xapakrepa.

K wvHdopmaumn, pacnpocTpaHeHMe KOTOpPO OrpaHWYeHO cpeau [heTell onpedefieHHoro Bo3pacTa,
OTHOCMUTCA:

1. nHopmaums, NpeacTaBnsieMas B Buae M300paxeHns UM onucaHusl XecTOKoCTH, duandeckoro u (Mnm)
MCUXUYECKOTO HACUNUS, NPECTYMNIEHNS UK UHOFO aHTMOGLLLECTBEHHOIO AEUCTBUS;

2. BbI3blBaKOLAa y AeTeW CTpax, yXac WM naHuky, B T.4. NpeAcTaBnsemMas B Buae M3o0paxeHus wunu
OnNMcaHus B YHKaKOLWEN YenoBedeckoe AOCTOMHCTBO (POpMEe HEHacCUIbCTBEHHOW cmepTu, 3aboneBaHus,
camoybuincTBa, HECYACTHOrO Criyyasl, aBapumn Unu Katactpodbl U (K1) Ux NOCNeacTBUN;

3. npenctaBnsiemMass B BuOE W300pakeHUsS WM ONUCAHWS TMOSMOBLIX OTHOLUEHWUA MEXAY MYXYMHOW U
>KEHLLMHOMN;

4. cogepxawas bpaHHble CNOBa U BbIPaXXEHWSs!, HE OTHOCALLMECH K HELLeH3ypHON BpaHu.

C yuyetom 3toro Bam npegnaratotcs npasuna paboTbl B ceT VHTepHeT AnA pasfuyHbIX BO3PaCTHbIX
KaTeropwvi, cobnoaeHne KOTopbIX NO3BONUT 06ecneynTb MHOPMaLIMOHHYI0 6e30NacHOCTb BaluMX OETEN.

KOHcyanaHTI'Imoc www.consultant.ru CtpaHuua 11 n3 15

HageXHas npaBoBas noaaepxkka



<[Mucbmo> MuHobpHayku Poccum ot 14.05.2018 N 08-1184
"O HanpaBneHun nHdopmauumn”
(BmecTe ¢ "MeToamyecknMy pekomeHgaumusamum o...

[okymeHT npegoctasneH KoHcynbTaHTlnoc
[ata coxpaHeHusi: 26.05.2018

O6Lwme npaBuna Ansi pogutenemn

1. He3zaBuncnmo oT Bo3pacTa pebeHka ucnonb3ynte nporpammMmHoe obecneveHme, nomoratoiiee punbTpoBaThb
N KOHTPONMpPOBaTb MHOPMALMIO, HO HE MonaranTecb MNOMHOCTLIO Ha Hero. Bawe BHUMaHue K pebeHKy - rmaBHbIN
MEeTOA 3alUnTbI.

2. Ecnn Baw peGeHOK MMeeT akkayHT Ha ofgHOM u3 coumanbHbix cepsucoB (LivedJournal, blogs.mail.ru,
vkontakte.ru n T.n.), BHUMATENBHO N3y4YnUTE, KaKyl0 MHPOPMAaLUIO MOMELLAIOT €ro y4aCcTHUKU B CBOMX NPOUISX U
6riorax, Bkntoyas gotorpacdum n Bugeo.

3. lNpoBepbTe, C Kakumm OpyrMMuM canMTamMy CBsi3aH coumarnbHbli cepBuc Balwero pebeHka. CTpaHWykm
Bawwero pebeHka moryT 6bITb 6€30MacHbIMK, HO MOTYT N coaepKaTb CCbINKM Ha HexXenaTerbHble U OnacHble CanThbl
(Hanpumep, NOpHOCaANT, UK CalT, HA KOTOPOM ApPYr YNOMUHAEeT HOMep COoToBoro TenedoHa Bawero pebeHka nnu
Baw pomaluHun agpec)

4. Moowpsante Bawwux geten coobwatb 060 BCEM CTPAHHOM WM OTTaNKUBAKOLWEM U HE CIIULIKOM OCTPO
pearvpynTte, KOrga oHv 3TO AenaloT (M3-3a onaceHus NoTepsATb JOCTYN K VIHTEpHETY AeTU He rOBOPAT poanTensam
0 npobremax, a Takke MOryT Ha4aTb UCMOMb30BaTb IHTEpPHET BHe JOMa U LUKONbI).

5. byabTe B Kypce ceTeBou xu3Hu Bawero pebeHka. NHTepecynTech, KTO nx Apy3bs B VIHTEpHET Tak Xe, Kak
NHTEepecyeTecb pearnbHbIMU OPY3bAMMN.

BospacTt ot 7 no 8 ner

B WHTepHeTe pebeHok cTapaeTcs noceTuTb Te€ UNWM WHble CavTbl, @ BO3MOXHO W 4aTbl, pa3pelleHve Ha
nocelleHne KOTOpbIX OH He nonyyun Gbl OT poauTenen. [loatomy poauTensam ocobeHHO nonesHbl OyayT Te
OTYeTbl, KOTOpble NPeAoCTaBAAITCA NporpaMMamu MO OrpaHUyYeHuio ucnonb3oBaHusa WHTepHeTa, T.e.
Poauntenbckuii KOHTPOIb MM TO, YTO Bbl CMOXeTe YBUAETb BO BpeMeHHbIX davinax. B pesynbTate, y pebeHka He
OygeT oLlylleHnsi, YTO 3a HUM BedeTCHA NOCTOSHHbIN KOHTPOMb, OOHaKO, poauTenu OyayT no-npexHemy 3HaTb,
Kakve cawTbl nocewjaet ux pebeHok. [leTw B gaHHOM Bo3pacTe 006nagatoT CWUMbHbIM YYBCTBOM CEMbW, OHU
AOBEpYMBbI M He COMHeBaloTCcs B aBToputeTax. OHu nobAT wurpate B ceTeBble Mrpbl W MyTelwecTBoBaTb MO
UHTepHeTy, NCNomnb3yst 3NeKTPOHHYIO MOYTY, 3aX04UTb Ha CanTbl U 4aTbl, HE PEKOMEHAOBaHHbIE POaUTENSMM.

CoBeTbl N0 6e3onacHOCTW B ceTu VIHTepHeT Ansa geten 7 - 8 net

1. Cosgarite cnuCOK AOMalUHUX NpaBun nocelwleHns WHTepHeTa npu yyacTum aetern m TpebyinTte ero
BbINONHEHWS.

2. TpebyiiTe oT Ballero peGeHka cobrnofeHnst BpeMeHHbIX HOPM Hax0oXAeHUsI 3a KoMMbloTepoM. MokaxnTe
pebGeHky, 4To Bbl HabngaeTe 3a HUM He NMoToMy 4YTo Bam aTo xoyeTcs, a notomy 4to Bbl Gecnokontech o ero
6Ge30nacHOCTM U Bcerga roToBbl €My NOMOYb.

3. KomnbloTep ¢ nogknyeHnem K VIHTEepHeTY OO0SMKEeH HaxOoO4uTbCA B OOLLen KOMHaTe nog npucMOTPOM
poauTenen.

4. |/|Cﬂ0ﬂb3yIZTe cneunanbHble OeTCKMne NonckoBble MaLLUNHBI.

5. Wcnonb3ynte cpeactBa OMOKMPOBAHMA HEXeNaTernbHOro KOHTEHTA Kak OOMOMHEHWe K CTaHgapTHOMY
Poautenbckomy KOHTPOSIO.

6. Co3pante ceMenHblln 3NEKTPOHHbIN AWK, YTODbI HE NO3BONWTL AETSM UMEeTb CODCTBEHHbIE aapeca.

7. brnokupynTte JOCTyn K canWTam C GecnnaTHbIMU MOYTOBBIMU SILLUMKAMM C MOMOLLbHO COOTBETCTBYHLLENO
nporpaMmHoro obecneyeHus.

8. Mpuyunte geten coBeToBaThCA ¢ Bamu nepen onybnukoBaHMem Kakon-nnbo MHgopMauumn cpeacTesamm
3MEKTPOHHOM NOYTbI, YaTOB, PErMCTPALMOHHBLIX (OOPM 1 NPOdUNEN.

9. Hayunte geten He 3arpyxartb annbl, NporpamMmmMbl UK My3biKy 6€3 Ballero cornacusi.
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10. He paspeluaiiTe AeTsimM UCMONb30BaTh CIyObl MTHOBEHHOTO 06MeHa CooBLLEeHUAMM.

11. B "Genbin" cnucok canToB, paspelleHHbIX AMs MOCELeHUs, BHOCUTE TOMbKO CaMTbl C XOpOLUEWN
penyTaumen.

12. He 3abbiBanTe OecegoBatb ¢ AeTbMU 006 X Opy3bsix B VIHTepHeTe, Kak ecrniv 6bl peyb Wwra o Apy3bsx B
pearnbHON XU3HMU.

13. He penawite "taby" n3 BONpocoB NofOBOW XWU3HW, TaK Kak B VIHTepHeTe geTn MOryT nerko HaTKHyTbCS Ha
nopHorpaduio unm canTbl "gns B3pocnbIX".

14. MpuyuunTe Bawero pebeHka coobwaTb BaMm O NOOLIX yrpo3ax UM TpeBorax, CBA3aHHbIX ¢ MIHTepHETOM.
OcTaBantecb CNOKOMHLIMU M HANOMHUTE AEeTAM, YTO OHM B Ge30MacHOCTX, ecriv caMm pacckasanu Bam O CBOUX
Tpesorax. [loxBanuTe nx n NOCoBETYNTE NOONTM eLle pa3 B NOAOOHbIX Cryvasx.

BospacT geteit ot 9 4o 12 net

B paHHOM Bo3pacTe geTw, Kak MpaBurio, YXe HacrnbllaHbl O TOM, Kakasd WMH(OpMauus CylecTByeT B
UHTtepHeTe. CoBEPLUEHHO HOPMarbHO, YTO OHU XOTAT 3TO YBWAETb, MPOYECTb, yCnbiwatb. [1py 3TOM HYXHO
MOMHUTb, YTO AOCTYN K HexenaTenbHbiM MaTepuanam MOXHO rnerko 3abnokuposaTb MpU MOMOLLM CPeacTs
PoanTtenbckoro KOHTpons.

CoBeTbl No 6e3onacHocTy Ana geten ot 9 oo 12 net

1. CospgaiTe CnNMCOK OOMalUHMX NpaBun nocelleHnss WHTepHeT npu yydactum geTen u TpebyiTe ero
BbINOMHEHNSA.

2. Tpebynte ot Bawero pebeHka cobnogeHnss HOPM HaxXOXAEHNS 3a KOMMbIOTEPOM.

3. HabnopaiTte 3a peGeHkoM npu paboTe 3a KOMMbIOTEPOM, MOKaxuTe emy, 4To Bbl GecrnokouTecb O ero
6e30nacHOCTU 1 BCeraa rotoBbl OKasaTb eMy NOMOLLb.

4. KomnbtoTep ¢ nogkntodeHnem B WHTepHeT OOImkeH HaxoauTbCcs B OOLlel KOMHaTe nog npuvCcMOTPOM
poauTtenen.

5. Vicnonb3ynte cpeactsa OrnokMpoBaHMSA HeXenaTenbHOro KOHTEHTa Kak AOMOfHeHMe K CTaHAapTHOMY
Poautensckomy KOHTPOTIIO.

6. He 3abbiBanTe npuHMMaTh HENOCPEOCTBEHHOE yvacTue B XM3Hu pebeHka, becegoBatbk ¢ AeTbMU 06 MX
Opy3bsix B VIHTepHeTe.

7. HactanBawiTte, 4TobObl 4ETU HMKOTAA HE COrnallanmcb Ha NMYHbIe BCTPEYN C Apy3baMu No VIHTepHeTy.
8. MNo3BonanTe geTsam 3axoauTb TONbKO Ha calTbl N3 "6enoro” cnucka, KOTopbI co3aanTe BMECTE C HAMWN.

9. MpuyunTte geten HUKOrga He BblgaBaTb NINYHYIO MHAOPMALMIO cpeacTBaMu SMNEKTPOHHOW NOYThI, YaToB,
CMCTEM MrHOBEHHOro obMeHa CoOBLLEeHNAMN, PerncTpaumMoHHbIX (OPM, NTMYHBIX Npodunen n Npu pernctTpaummn Ha
KOHKypcChl B IHTepHeTe.

10. MNpuyynte geten He 3arpyxaTb nporpammbl 6e3 Bawero paspewerus. OGbACHUTE UM, YTO OHM MOTYT
Cry4anHo 3arpysvTb BUPYCbl NN APYroe HexxenartenbHoe nporpammHoe obecneveHue.

11. Co3paiite Bawemy peGeHKy orpaHUYeHHYI0 YYETHYHO 3annch Ans paGoTel HAa KOMMbIOTEPE.

12. MpuyunTe Bawero pebeHka coobwaTb Bam O NOObLIX yrpo3ax Unm TpeBorax, CBA3aHHbIX C VIHTEpHeTOM.
HanomMHuTe getam, 4to oHu B 6€30nacHOCTM, eCrnv cammn pacckasann BaM O CBOMX TPEBOrax 1 OrnaceHusx.

13. Pacckaxute getam o nopHorpadum B NHTepHeTE.
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14. HactamnBanTe Ha ToM, 4YTOObI A€TW NPEeAOCTaBMsAN BamM OOCTYN K CBOEN 3NIEKTPOHHON MouyTe, YTOObI Bbl
y6eaunucb, 4To OHU He OBLLa0TCA C HE3HaKOMLLaMu.

15. OGbsACHUTE OeTAM, YTO Henb3sl UCMOMb3oBaTb CeTb AN XYMNWUraHcTea, pacrnpoCTPaHEHUs CnneTeH Wnu
yrpos.

BospacT aetewn ot 13 o 17 net

B aTOM BO3pacTe NogpoCTKM aKTUBHO UCMOSIb3YHOT MOUCKOBLIE MALLWHBI, MOMb3YOTCA 3NEKTPOHHONM MOYTOW,
cnyx6amy MrHOBEHHOro obmMeHa COOBLLEHWUAMMW, CKAuMBalOT My3blKy U uUnbMbl. Manbyukam B 3TOM Bo3pacTte
Oonblue Mo HpaBy CMeTaTb BCE OrPaHWMYEHUsl, OHU XKaxayT rpyboro omMopa, asapTHbIX Wrp, KapTUMHOK "ans
B3pocnbIx". [eBouku npegnoynTaloT oblwaTtbcs B 4aTax, NMpu 3TOM OHWM ropas3go Gonee 4YyBCTBUTENbHbI K
ceKkcyarnbHbIM JoMoraTenscTsam B MiHTepHeTe.

3avacTylo B JaHHOM BO3pacTe poauTensm yxe BeCbMa CIOXHO KOHTPONMPOBaTb CBOUX AETEN, Tak kak 06
MHTepHeTe OHM yxe 3HalT 3Ha4uTeNnbHO Oonblue CBOMX poauTenei. Tem He MeHee, He OTMyckanTe OeTen B
"cBobogHOe nnaBaHue" no MIHTepHeTy. CTapaiTech akTUBHO y4acTBOBaTh B 06LLeHMM pebeHka B MIHTepHeTe.

BaxHo no-npexHemy cTporo cobniogate npasuna WHTepHeT-6e3onacHOCTM - CcornalleHne Mexagy
poautenamn n getbMu. Kpome TOro, HeobxoouMo Kak MOXHO 4valie npocmaTtpuBaTtb OTYETbl O AEATENbHOCTU
aeten B WHTepHeTe. CrnegyeT obpaTnTb BHMMaHME Ha HEOOXOAMMOCTb COAEpPXaHWs POAUTENbCKMX naporen
(naponei agMUHUCTPaTOPOB) B CTPOrOM CekpeTe M 0bpaTtuTb BHUMaHWE Ha CTPOroCTb 3TUX Naponen.

CoBeTbl N0 Be3onacHOCTU B 3TOM Bo3pacTte oT 13 go 17 net

1. Cospante CnNMCOK AOMALUHWMX NpaBun nocelleHWs VHTepHeTa npu ydacTum nogpocTkoB M TpebynTe
6e3ycnoBHOro ero BoinonHeHns. ObrosopuTe ¢ pebeHKOM CNMCOK 3anpeLleHHbIX CanToB ("4epHbln cnmcok”), Yachl
paboTbl B UHTepHeTe, pykoBOACTBO NO 06LWeHMto B VIHTEpHeTe (B TOM Yncne B YaTax).

2. KomnbtloTep ¢ NoAKtoYeHnemM Kk cetr IHTepHeT JOMKeH HaxoaMTbCs B O6LLen KoMHaTe.

3. He sabbiBaiiTe GecepoBatb C AeTbMu 06 vx Apy3bsx B VHTepHeTe, O TOM, Y€M OHU 3aHATbI TakuM
obpasom, ByaTo pedb UaeT 0 Apy3baxX B peanbHOM XusHu. CnpawmBante o noasax, C KOTOPbIMU AeTn obLarTcs
nocpeacTesom cnyx6 MrHoBeHHoro obmeHa coobLeHnsiMn, 4Tobbl yoeanTbes, Y4TO 3TN NIOAN UM 3HAKOMBI.

4. V|CI'IOJ'Ib3yI7ITe cpenctea 6J'IOKI/IpOBaHVI$| HeXenaTeNlbHOro KOHTeHTa KaK AOMNOJfIHeHWe K CTaHO4apTHOMY
PO,D,I/ITeJ'IbCKOMy KOHTPOJIO.

5. Heobxooumo 3HaTb, KakumMu 4YaTamu NnoJib3yrTCA Bawn pgetun. nOOLLI,pFlI?ITe ncnosnb3oBaHne
MogepupyemMbliX HaToB U HacTamBawnTte, YTOObI AeTN He obwannck B NPpMBAaTHOM peXume.

6. HactauBavite Ha TOM, 4TODObI A€TW HUKOTAA HE BCTPEYanvchb MYHO C ApY3bSMU U3 CETU VIHTEpHET.

7. lMpuyynte feTelt He BbldaBaTb CBOK JNUYHYIO MHAOPMAaLMIO cpeacTBaMu 3NEKTPOHHOW MOYThI, 4aToB,
CMCTEM MIHOBEHHOro o6MeHa cooOLEeHNAMU, PEFUCTPALMOHHBIX (POPM, MMYHBLIX NPOdUNEN N NpU percTpauum Ha
KOHKypcChl B IHTepHeTe.

8. MpuyunTte geten He 3arpyxatb nporpammbl 6e3 Bawero paspeweHus. O6bACHUTE MM, YTO OHU MOTYT
Cry4anHo 3arpysvTb BUPYCbl NN APYroe HexxenartenbHoe nporpammHoe obecneveHue.

9. Mpuyunte Bawero pebeHka coobuatb Bam 0 NtoObIX yrpo3ax uUnm TpeBorax, CBA3aHHbIX ¢ IHTepHeTOM.
HanoMHuTe peTam, 4Tto OHM B 0e30MacHOCTU, eCcriM camu pacckasanu BaM, O CBOMX Yrpo3ax Wnv TpeBorax.
lMoxBanuTe Ux 1 NOCOBETYNTE NOAOWTM eLle pa3 B NoAgOOHbIX Criyyasx.

10. Pacckaxute petsm o nopHorpadun B UHTepHeTe. lMomornte MM 3awmtuTbCca OT cnama. Hayuute
NOAPOCTKOB He BbldaBaTb B VIHTEpHETe CBOEro pearnbHOro SfeKTPOHHOro ajpeca, He oTBeyaTb Ha
HexernaTenbHble NMCbMa U UCMOoNb30BaTh CrnelnarnbHble NoYTOBbIE UNBTPbI.

11. MNpuyunte cebst 3HAKOMUTLCS C canTaMn, KOTOPbIE NoceLLaloT NOAPOCTKU.
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12. Hayuute geTel yBaxaTb ApYrMX B MHTEpPHeTe. YOeaMTeCh, YTO OHM 3HAOT O TOM, YTO NpaBuKiia XOPOLLEero
noBedeHVs AeCTBYIOT Be3/ie - AaXe B BUPTyarbHOM MUPE.

13. OOGbsacHWTE p[geTtam, 4YTO HWM B KOEM chnydae Henb3s ucnonb3oBatb CeTb ANA  XynUraHcTaa,
pacnpoCcTpaHeHWs CNNeTEH UK yrpo3 APYrnm JIOOAM.

14. OGcyanTe ¢ NoApocTKamy NpobrieMbl CETEBbIX a3apTHBIX UMP U UX BO3MOXHBIA pUck. HanomHuTe, yto
[AeTW He MOTYT UrpaTb B 3TU UIPbl COrMACHO 3aKOHY.

[MOCTOsIHHO KOHTpONMPYNTE Ucnonb3oBaHne ViHTepHeTa Bawum pebeHkom! 3To He HapyLleHne ero NMYHOro
NPOCTPaHCTBa, a Mepa NpeoCTOPOXHOCTM U NposiBrieHne Bawen poaMTensCckon OTBETCTBEHHOCTM U 3a00Thl.
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